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Introduction
This document provides guidance to Applicants undergoing the TDIF Accreditation
Process on how to meet the TDIF: 04 - Functional Requirements. Over time this
document will be updated with specific guidance for meeting TDIF requirements and how
the DTA will assess compliance. This document includes guidance on:
•

Fraud Control.

•

Privacy.

•

Protective Security.

•

User Experience.

•

Technical testing.

•

Functional assessments.

The intended audience for this document includes:
•

Accredited Participants.

•

Applicants.

•

Assessors.

•

Relying Parties.

Disclaimer
The guidance information provided in this document is here to support an Applicant’s
accreditation effort. It does not replace an Applicant’s obligations to meet the TDIF
requirements.
If any conflicts exist between the TDIF guidance and requirements, the requirements
take precedence.
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Fraud Control Guidance
The TDIF Fraud Control Requirements are based on the Australian Government
Attorney-General’s Department Commonwealth Fraud Control Framework (CFCF) and
Australian Government Investigation Standards (AGIS).
Applicants that undergo the TDIF Accreditation Process should note the following:
•

Refences to ‘agencies’, ‘accountable authority’, ‘Commonwealth entities’, ‘entities’,
‘officials’ and ‘Australian Government’ in the CFCF or AGIS are to be interpreted
as being applicable to the Applicant.

To the extent of conflict between:
•

Any requirement in these TDIF requirements and the current edition of the CFCF,
then the CFCF takes precedence.

•

Any requirement in these TDIF requirements and the current edition of the AGIS,
then the AGIS takes precedence.

•

The AGIS and law, then the legislative requirement will prevail.

Sources:
The Australian Government Attorney-General’s Department Commonwealth Fraud
Control Framework (CFCF) is available online. See:
https://www.ag.gov.au/integrity/publications/commonwealth-fraud-control-framework
The Australian Government Investigation Standards (AGIS) is available from the
Attorney-General’s Department. See:
https://www.ag.gov.au/integrity/publications/australian-government-investigationsstandards-2011

Accountable Authority
Relates to TDIF requirements FRAUD-02-01-01 to FRAUD-02-01-03 of section 2.1 in the
TDIF 04 Functional Requirements.
Part 4 of the CFCF will guide Applicants on the responsibilities and accountability for
fraud control arrangements.
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The Public Governance, Performance and Accountability Act 2013 (PGPA Act) states that
the Accountable Authority must govern the entity in a way that promotes:
•

the proper use and management of public resources.

•

the achievement of the purposes of the entity.

•

the financial sustainability of the entity.

Fraud Control Plan
Relates to TDIF requirements FRAUD-02-02-01 to FRAUD-02-02-02a of section 2.2 in
the TDIF 04 Functional Requirements.
Part 6 of the CFCF will guide Applicants on Fraud Control Plans.
A template for the Fraud Control Plan is available from the DTA website. See:
https://www.dta.gov.au/our-projects/digital-identity/trusted-digital-identityframework/framework-documents

Fraud Prevention, Awareness and Training
Relates to TDIF requirements FRAUD-02-03-01 to FRAUD-02-03-07 of section 2.3 in the
TDIF 04 Functional Requirements.
Part 7 of the CFCF will guide Applicants on the implementation of fraud prevention,
awareness, and training initiatives.
These initiatives involve:
•

Prevention through controls

•

Awareness raising initiatives

•

Training for Fraud Control Officials

•

Training for Fraud Control Officials (Investigators)
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Fraud Monitoring and Detection
Relates to TDIF requirements FRAUD-02-04-01 to FRAUD-02-04-02b of section 2.4 in
the TDIF 04 Functional Requirements.
Part 9 of the CFCF will guide Applicants on the detection, investigation, and response to
fraud incidents.

Incident Management, Investigations and Reporting
Relates to TDIF requirements FRAUD-02-05-01 to FRAUD-02-05-10b of section 2.5 in
the TDIF 04 Functional Requirements.
Part 9 and Part 11 of the CFCF will guide Applicants on the incident management,
investigations, and reporting for fraud incidents.

Support for victims of identity fraud
Relates to TDIF requirements FRAUD-02-06-01 to FRAUD-02-06-05 of section 2.6 in the
TDIF 04 Functional Requirements.
Applicants should consider leveraging the following resources:
•

The Commonwealth Department of Home Affairs has developed a range of
resources to assist individuals to protect their identity and to recover from the
effects of identity crime. See: https://www.homeaffairs.gov.au/about-us/ourportfolios/criminal-justice/cybercrime-identity-security/identity-protection-recovery

•

iDcare is a national support centre for victims of identity crime and offers a free
service to assist victims with repairing the damage to their reputation, credit history
and identity information. See: https://www.idcare.org//

•

The Australian Federal Police provides advice to individuals on strategies to
protect themselves from becoming victims of identity crime. See:
https://www.afp.gov.au/what-we-do/crime-types/fraud/identity-crime
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•

The Office of the Australian Information Commissioner (OAIC) has information for
the steps victims of identity fraud can take to minimise further damage. See:
https://www.oaic.gov.au/privacy/data-breaches/identity-fraud/
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Privacy Guidance
General privacy guidance
Relates to TDIF requirements PRIV-03-01-01 to PRIV-03-01-03 of section 3.1 in the TDIF
04 Functional Requirements.
Applicants need to protect all information comprising:
•

‘Personal information’ as defined by the Privacy Act 1988 (Cth) or Australian State
or Territory Government jurisdictional legislation.

•

Information about an individual who has died.

•

Where the Identity Service Provider is a state or territory government agency,
personal information as defined by a relevant state jurisdiction.

•

The data created and retained about the attributes disclosed by an Identity
Exchange.

Sources:
The Office of the Australian Information Commissioner (OAIC) website has valuable
guidance for privacy that are referenced throughout the Requirements and Guidance
documents of TDIF. See: https://www.oaic.gov.au/privacy/
The Australian Privacy Principles guidelines are available on the OAIC website. See:
https://www.oaic.gov.au/privacy/australian-privacy-principles-guidelines/

Privacy governance
Relates to TDIF requirements PRIV-03-02-01 to PRIV-03-02-09 of section 3.2 in the TDIF
04 Functional Requirements.
The privacy assessment is required after the Applicant has performed a Privacy Impact
Assessment. Essentially, a privacy assessment is an assessment against the TDIF
requirements, completed by an assessor, and submitted as evidence to the DTA to
address the Privacy Requirements.
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A template for the Privacy Assessment and the Privacy Impact Assessment is available
on the DTA website. See: https://www.dta.gov.au/our-projects/digital-identity/trusteddigital-identity-framework/framework-documents

Privacy roles
Relates to TDIF requirements PRIV-03-02-01 to PRIV-03-02-02b of section 3.2.1 in the
TDIF 04 Functional Requirements.
An Applicant’s designated Privacy Officer who is the primary point of contact for advice
on privacy matters can also be its designated Privacy Champion. Privacy Officers play a
vital role in promoting strong privacy governance and capability in their respective
organisations – helping build public confidence that information is being respected and
protected.
The Australian Government Agencies Privacy Code has more detail on the roles of a
Privacy Officer and Privacy Champion. See: https://www.oaic.gov.au/privacy/privacyregisters/privacy-codes-register/australian-government-agencies-privacy-code/
The OAIC Privacy Officer Toolkit contains a number of resources to assist Applicants to
understand and perform privacy roles and functions. See:
https://www.oaic.gov.au/s/privacy-officer-toolkit/

Privacy Policy
Relates to TDIF requirements PRIV-03-02-03 to PRIV-03-02-05 of section 3.2.2 in the
TDIF 04 Functional Requirements.
Applicants who apply for accreditation under the TDIF need to develop a separate privacy
policy to their other business or agency functions.
A Guide to developing an APP Privacy Policy is available from the OAIC. See:
https://www.oaic.gov.au/privacy/guidance-and-advice/guide-to-developing-an-appprivacy-policy/
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Privacy Management Plan
Relates to TDIF requirements PRIV-03-02-06 and PRIV-03-02-07 of section 3.2.3 in the
TDIF 04 Functional Requirements.
A Privacy Management Plan is a document that identifies specific measurable privacy
goals and targets and sets out how Applicants will meet their compliance obligations
under the Australian Privacy Principles 1.2.

An Interactive Privacy Management Plan tool is available from the OAIC. See:
https://www.oaic.gov.au/privacy/guidance-and-advice/interactive-privacy-managementplan-for-agencies/

Privacy awareness training
Relates to TDIF requirements PRIV-03-02-08 and PRIV-03-02-09 of section 3.2.4 in the
TDIF 04 Functional Requirements.
Privacy training may help staff understand their responsibilities and avoid practices that
would breach privacy obligations. Training should consider new starters, contractors and
temporary staff.
Applicants and their staff should understand the importance of good information handling
practices and keep up to date with changes in Privacy law and technology.
The OAIC Guide to Securing Personal Information [Personal Security and Training
section] incorporates advice on considerations to include when developing training
resources. See: https://www.oaic.gov.au/s/privacy-officer-toolkit/

Privacy Impact Assessment (PIA)
Relates to TDIF requirements PRIV-03-03-01 to PRIV-03-03-01a of section 3.3 in the
TDIF 04 Functional Requirements.
A PIA needs to be conducted for all high privacy risk projects related to an Applicant’s
identity system. A project may be a high-risk project if the Applicant reasonably considers
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that the project involves any new or changed ways of handling personal information that
are likely to have a significant impact on the privacy of individuals.
A Guide to undertaking privacy impact assessments is available from the OAIC. See:
https://www.oaic.gov.au/privacy/guidance-and-advice/guide-to-undertaking-privacyimpact-assessments/.
A template for the required PIA is available on the DTA website. See:
https://www.dta.gov.au/our-projects/digital-identity/trusted-digital-identityframework/framework-documents

Data Breach Response Management
Relates to TDIF requirements PRIV-03-04-01 to PRIV-03-04-03 of section 3.4 in the TDIF
04 Functional Requirements.
A Data Breach Response Plan is a tool to help Applicants prepare for, respond to and
limit the consequences of a data breach.
The data breach preparation and response guide available from the OAIC includes
guidelines on preparing a Data Breach Response Plan. See:
https://www.oaic.gov.au/assets/privacy/guidance-and-advice/data-breach-preparationand-response.pdf.

Notification of Collection
Relates to TDIF requirement PRIV-03-05-01 of section 3.5 in the TDIF 04 Functional
Requirements.
Guidance on what information is required in a Notification of Collection is available from
the OAIC in chapter 5 of the Australian Privacy Principles guidelines. See:
https://www.oaic.gov.au/privacy/australian-privacy-principles-guidelines/chapter-5-app-5notification-of-the-collection-of-personal-information/
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Collection and use limitation
Relates to TDIF requirements PRIV-03-06-01 to PRIV-03-06-06 of section 3.6 in the TDIF
04 Functional Requirements.
Guidance on collection and use limitation of personal information is available from the
OAIC in chapter 3 the Australian Privacy Principles guidelines. See:
https://www.oaic.gov.au/privacy/australian-privacy-principles-guidelines/chapter-3-app-3collection-of-solicited-personal-information/

Collection and disclosure of biometrics
Relates to TDIF requirements PRIV-03-08-01 to PRIV-03-08-03 of section 3.8 in the TDIF
04 Functional Requirements.
Biometric information is defined as sensitive information in the Privacy Act 1988 and
includes biometric information that is to be used for the purpose of automated biometric
verification or biometric identification or biometric templates. Sensitive information can
only be collected with the explicit consent of the individual.
Guidance on collecting sensitive information is available from the OAIC in chapter 3 of the
Australian Privacy Principles guidelines. See: https://www.oaic.gov.au/privacy/australianprivacy-principles-guidelines/chapter-3-app-3-collection-of-solicited-personalinformation/#collecting-sensitive-information
Guidance on collection and disclosure of biometrics is available from the OAIC
throughout the Australian Privacy Principles guidelines. See:
https://www.oaic.gov.au/privacy/australian-privacy-principles-guidelines/

Consent
Relates to TDIF requirements PRIV-03-09-01 to PRIV-03-09-05 of section 3.9 in the TDIF
04 Functional Requirements.
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Consent means Express Consent or Implied Consent. Guidance on Consent is available
from the OAIC in the Australian Privacy Principles guidelines. See:
https://www.oaic.gov.au/privacy/australian-privacy-principles-guidelines/

Cross border and contractor disclosure of Personal
information
Relates to TDIF requirements PRIV-03-10-01 to PRIV-03-10-02a of section 3.10 in the
TDIF 04 Functional Requirements.
Applicants who contract the operation of a part of its business covered by the TDIF are
required to provide evidence to the DTA that it has appropriate contractual and practical
measures in place to ensure the contractor is complying with the TDIF Privacy
Requirements.
Guidance on cross border and contractor disclosure of personal information is available
from the OAIC in chapter 8 of the Australian Privacy Principles guidelines. See:
https://www.oaic.gov.au/privacy/australian-privacy-principles-guidelines/chapter-8-app-8cross-border-disclosure-of-personal-information/

Government Identifiers
Relates to TDIF requirement PRIV-03-11-01 of section 3.11 in the TDIF 04 Functional
Requirements.
A government related identifier is an identifier that has been assigned by an agency, a
State or Territory authority, an agent of an agency or authority, or a contracted service
provider for a Commonwealth or State contract.
Where an identifier, including a government related identifier, is personal information, it
must be handled in accordance with the Australian Privacy Principles1.

1 Or equivalent principles and regulations in other jurisdictions.
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Guidance on the adoption, use and disclosure of government related identifiers is
available from the OAIC in chapter 9 of the Australian Privacy Principle guidelines. See:
https://www.oaic.gov.au/privacy/australian-privacy-principles-guidelines/chapter-9-app-9adoption-use-or-disclosure-of-government-related-identifiers/

Access, correction and individual history log
Relates to TDIF requirements PRIV-03-12-01 to PRIV-03-12-08 of section 3.12 in the
TDIF 04 Functional Requirements.
Guidance is available from the OAIC in chapter 12 of the Australian Privacy Principles
Guidelines. See: https://www.oaic.gov.au/privacy/australian-privacy-principlesguidelines/chapter-12-app-12-access-to-personal-information/

Quality of personal information
Relates to TDIF requirements PRIV-03-13-01 to PRIV-03-13-03 of section 3.13 in the
TDIF 04 Functional Requirements.
Applicants must take reasonable steps to ensure the quality of personal information at
two distinct points in the information handling cycle. The first is at the time the information
is collected. The second is at the time the information is used or disclosed.
Guidance on quality of personal information is available from the OAIC in chapter 10 of
the Australian Privacy Principles guidelines. See:
https://www.oaic.gov.au/privacy/australian-privacy-principles-guidelines/chapter-10-app10-quality-of-personal-information/

Handling Privacy Complaints
Relates to TDIF requirement PRIV-03-14-01 of section 3.14 in the TDIF 04 Functional
Requirements.
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Guidance, advice and a checklist on how to handle privacy complaints is available from
the OAIC. See: https://www.oaic.gov.au/privacy/guidance-and-advice/handling-privacycomplaints/

Destruction and de-identification
Relates to TDIF requirement PRIV-03-15-01 of section 3.15 in the TDIF 04 Functional
Requirements.
There are various legislative regimes in Australia that prescribe specific time frames for
records retention and destruction. All records destruction and de-identification is to be
undertaken in accordance with applicable laws, regulations and policies, including those
defined in the Archives Act 1983 (Cth) and Privacy Act 1988 (Cth).
Included in the requirement is that Applicants should not re-identify data through public or
other sources and must take reasonable steps to ensure this does not occur accidentally
or that data passed to third parties cannot re-identify individuals.
Chapter 11 of the Australian Privacy Principles guidelines contains further information
regarding AP11.2. See: https://www.oaic.gov.au/privacy/australian-privacy-principlesguidelines/chapter-11-app-11-security-of-personal-information/
Additional guidance on the destruction and de-identification of records is available from
the OAIC at: https://www.oaic.gov.au/privacy/guidance-and-advice/de-identification-andthe-privacy-act/

Digital Transformation Agency — TDIF: 04A – Functional Guidance

OFFICIAL

13

OFFICIAL

Protective Security Guidance
Several requirements listed in the TDIF 04 Functional Requirements align with security
advice, guidance, policies and publications developed by the Australian Government.
This includes the Australian Government Protective Security Policy Framework (PSPF)
and the Australian Government Investigations Standards (AGIS) developed by the
Australian Government Attorney General’s Department, as well as the Australian
Government Information Security Manual (ISM) developed by the Australian Cyber
Security Centre (ACSC). These requirements ensure Applicants establish a minimum
protective security baseline for their identity service.
Applicants that undergo the TDIF Accreditation Process should note the following:
•

Refences to ‘entities’, ‘agencies’, ‘accountable authority’ and ‘Australian
Government’ in the PSPF, AGIS or ISM are to be interpreted as references to the
Applicant.

•

References to PSPF, AGIS or ISM controls that are applicable to an agency are to
be interpreted as being applicable to the Applicant.

•

The scope of PSPF, AGIS or ISM controls are limited to the identity service being
accredited and not to the Applicant’s wider operating environment.

•

At a minimum, the Applicant must handle all information as OFFICIAL information
unless the Applicant has determined a higher security classification is required.
See the PSPF (INFOSEC-08 - Sensitive and classified information) for further
information on the sensitive and security classification of information.

To the extent of any conflict between:
•

Any requirement in the TDIF protective security requirements and the current
edition of the PSPF, then the PSPF takes precedence.

•

Any requirement listed in the TDIF protective security requirements and the current
edition of the ISM, then the ISM takes precedence.

•

Any requirement in the TDIF protective security requirements and the current
edition of the AGIS, then the AGIS takes precedence.

The PSPF articulates government protective security policy. It also provides guidance to
support the effective implementation of the policy across the areas of security
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governance, personnel security, physical security and information security. The PSPF is
applied through a security risk management approach, with a focus on fostering a positive
culture of security within the entity and across the government.
Sources:
A copy of the PSPF is available from the Attorney-General’s Department. See:
https://www.protectivesecurity.gov.au/.
A copy of the AGIS is available from the Attorney-General’s Department. See:
https://www.ag.gov.au/integrity/publications/australian-government-investigationsstandards-2011
The latest version of the ISM is available from the Australian Signals Directorate. See:
https://www.cyber.gov.au/ism

Security governance
Relates to TDIF requirements PROT-04-01-01 to PROT-04-01-19a of section 4.1 in the
TDIF 04 Functional Requirements.
Security governance ensures each Applicant manages security risks and supports a
positive security culture in an appropriately mature manner.

Role of the Accountable Authority
Relates to TDIF requirements PROT-04-01-01 to PROT-04-01-03 of section 4.1.1 in the
TDIF 04 Functional Requirements.
The PSPF GOVSEC-01 (Role of the Accountable Authority) describes the role and
responsibilities of the Accountable Authority. It also describes ways to establish
consistent, efficient and effective protective security measures across the Applicant’s
operations. These measures form a basis for protecting Personnel, information (including
ICT) and assets from security threats and supports the continuous delivery of the
Applicant’s business.
The core requirements of GOVSEC-01 stipulate that the accountable authority of each
entity must:
a) determine their entity’s tolerance for security risks
b) manage the security risks of their entity
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c) consider the implications their risk management decisions have for other entities,
and share information on risks where appropriate.
The accountable authority of a lead security entity must:
a) provide other entities with advice, guidance and services related to government
security
b) ensure that the security support it provides helps relevant entities achieve and
maintain an acceptable level of security
c) establish and document responsibilities and accountabilities for partnerships or
security service arrangements with other entities.
The PSPF (GOVSEC-01 - Role of the Accountable Authority) is available from the
Attorney-General’s Department. See:
https://www.protectivesecurity.gov.au/sites/default/files/pspf-govsec-01-role-accountableauthority.pdf

Management structures and responsibilities
Relates to TDIF requirements PROT-04-01-04 to PROT-04-01-11 of section 4.1.2 in the
TDIF 04 Functional Requirements.
The PSPF GOVSEC-02 (Management structures and responsibilities) describes the
preferred management structures and responsibilities that determine how security
decisions are made in accordance with security practices. This provides a governance
base for Applicants to protect their people, information, ICT and assets and will assist in
enabling the Applicant to achieve security outcomes.

The core requirements of GOVSEC-02 stipulate that the Accountable Authority must:
a) appoint a Chief Security Officer (CSO) at the Senior Executive Service level to be
responsible for security in the entity
b) empower the CSO to make decisions about:
i. appointing security advisors within the entity
ii. the entity’s protective security planning
iii. the entity’s protective security practices and procedures
iv. investigating, responding to, and reporting on security incidents.
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c) ensure personnel and contractors are aware of their collective responsibility to
foster a positive security culture and are provided sufficient information and
training to support this.
The PSPF (GOVSEC-02 – Management structures and responsibilities) is available from
the Attorney-General’s Department. See:
https://www.protectivesecurity.gov.au/sites/default/files/pspf-govsec-02-managementstructures-responsibilities.pdf

Security risk assessments
Relates to TDIF requirements PROT-04-01-12 to PROT-04-01-18 of section 4.1.3 in the
TDIF 04 Functional Requirements.
The PSPF GOVSEC-03 (Security planning and risk management) guide Applicants in
how to establish effective security planning and embed security into risk management
practices.
Security planning can be used to identify and manage risks and assist decision-making
by:
•

Applying appropriate controls effectively and consistently (as part of the Applicant’s
existing risk management arrangements)

•

Adapting to change while safeguarding the delivery of business and services

•

Improving resilience to threats, vulnerabilities and challenges

•

Driving protective security performance improvements.

The core requirements of GOVSEC-03 stipulate that each entity must have in place a
security plan approved by the Accountable Authority to manage the entity’s security risks.
The security plan details the:
a) security goals and strategic objectives of the entity, including how security risk
management intersects with and supports broader business objectives and
priorities
b) threats, risks and vulnerabilities that impact the operation of the entity’s identity
systems
c) entity’s tolerance to security risks
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d) maturity of the entity’s capability to manage security risks
e) entity’s strategies to implement security risk management, maintain a positive risk
culture and deliver against the PSPF.
The PSPF (GOVSEC-03 - Security planning and risk management) is available from the
Attorney-General’s Department. See:
https://www.protectivesecurity.gov.au/sites/default/files/pspf-govsec-03-security-planningrisk-management.pdf

Security maturity monitoring
Relates to TDIF requirements PROT-04-01-19 and PROT-04-01-19a of section 4.1.4 in
the TDIF 04 Functional Requirements.
The PSPF GOVSEC-04 (Security maturity monitoring) describes security maturity
monitoring and will guide Applicants on how to monitor and assess the maturity of its
security capability and risk culture. This includes the Applicant’s capability to actively
respond to emerging threats and changes in its security environment, while maintaining
the protection of its people, information (including ICT) and assets.

The core requirements of GOVSEC-04 stipulate that each entity must assess the maturity
of its security capability and risk culture by considering its progress against the goals and
strategic objectives identified in its security plan.
The PSPF (GOVSEC-04 – Security maturity monitoring) is available from the AttorneyGeneral’s Department. See: https://www.protectivesecurity.gov.au/sites/default/files/pspfgovsec-04-security-maturity-monitoring.pdf

Information Security
Relates to TDIF requirements PROT-04-02-01 to PROT-04-02-29 of section 4.2 in the
TDIF 04 Functional Requirements.
The purpose of the ISM is to outline a cyber security framework that organisations can
apply, using their risk management framework, to protect their systems and information
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from cyber threats. It sets out cyber security guidelines that will assist Applicants to meet
the requirements of TDIF accreditation.
A copy of the ISM is available from the Australian Signals Directorate. See:
https://www.cyber.gov.au/ism

Sensitive and classified information
Relates to TDIF requirements PROT-04-02-01 and PROT-04-02-02 of section 4.2.1 in the
TDIF 04 Functional Requirements.
The PSPF INFOSEC-8 (Sensitive and classified information) describes how Applicants
are required to detail how they assess the sensitivity of their information and adopt
marking, handling, storage and disposal arrangements that guard against information
compromise. Information is a valuable resource. Protecting the confidentiality, integrity
and availability of information is critical to business operations.
•

Confidentiality of information refers to the limiting of access to information to
Individuals and authorised Personnel for approved purposes (Need-to-know).

•

Integrity of information refers to the assurance that information has been created,
amended or deleted only by the intended authorised means and is correct and
valid.

•

Availability of information refers to allowing Individuals and authorised Personnel to
access information for authorised purposes at the time they need to do so.

The core requirements of INFOSEC-08 stipulate that each entity must:
a) identify information holdings
b) assess the sensitivity and security classification of information holdings
c) implement operational controls for these information holdings proportional to their
value, importance and sensitivity.
The PSPF (INFOSEC-08 – Sensitive and classified information) is available from the
Attorney-General’s Department. See:
https://www.protectivesecurity.gov.au/sites/default/files/2019-11/pspf-infosec-08sensitive-classified-information.pdf
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Access to information
Relates to TDIF requirements PROT-04-02-03 and PROT-04-02-04 of section 4.2.2 in the
TDIF 04 Functional Requirements.
The PSPF INFOSEC-09 (Access to Information) details the security protections that
support the Applicant’s provision of timely, reliable and appropriate access to information.
Providing access to information helps develop new products and services, can enhance
consumer and business outcomes and assists with decision making and policy
development.
The core requirements of INFOSEC-09 stipulate that Applicants must enable appropriate
access to official information. This includes:
a) sharing information within the entity, as well as with other relevant stakeholders
b) ensuring that those who access sensitive or security classified information have an
appropriate security clearance and need to know that information
c) controlling access (including remote access) to supporting ICT systems, networks,
infrastructure, devices and applications.
The PSPF (INFOSEC-09 - Access to information) is available from the Attorney-General’s
Department. See: https://www.protectivesecurity.gov.au/sites/default/files/2019-11/pspfinfosec-09-access-information.pdf

Safeguarding information from cyber threats
Relates to TDIF requirements PROT-04-02-05 to PROT-04-02-06 of section 4.2.3 in the
TDIF 04 Functional Requirements.
The PSPF INFOSEC-10 (Safeguarding information from cyber threats) describes how to
safeguard information from cyber threats and details how Applicants mitigate common
and emerging cyber threats, which may include:
•

External adversaries who steal data

•

Ransomware that denies access to data and external adversaries who destroy
data and prevent systems from functioning

•

Malicious insiders who steal data

•

Malicious insiders who destroy data and prevent systems from functioning.
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The most common cyber threat facing Applicants is external adversaries who attempt to
steal data. Often these adversaries want to access systems and information through
email and web pages. It is critical that Applicants safeguard the information held on
systems that can receive emails or browse internet content.
The ACSC provides expert security guidance to help agencies and organisations mitigate
cyber threats. While no single mitigation strategy is guaranteed to prevent a security
incident, the ACSC estimates many cyber threats could be mitigated by whitelisting
applications, patching applications and operating systems and restricting administrative
privileges. These four strategies form part of the Essential Eight mitigation strategies.
The Essential Eight represents the best advice on the measure Applicants can implement
to mitigate cyber threats.
The core requirements in INFOSEC-10 stipulate:
Each entity must mitigate common and emerging cyber threats by:
a) implementing the following mitigation strategies from the Strategies to Mitigate
Cyber Security Incidents:
i. application control
ii. patching applications
iii. restricting administrative privileges
iv. patching operating systems.
b) considering which of the remaining mitigation strategies from the Strategies to
Mitigate Cyber Security Incidents you need to implement to protect your entity.
The PSPF (INFOSEC-10 - Safeguarding information from cyber threats) is available from
the Attorney-General’s Department. See:
https://www.protectivesecurity.gov.au/sites/default/files/2019-11/pspf-infosec-10safeguarding-information-cyber-threats.pdf
The Australian Cyber Security Centre website has further information on strategies to
mitigate cyber security incidents. See: https://www.cyber.gov.au/acsc/view-allcontent/publications/strategies-mitigate-cyber-security-incidents
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Incident management, investigations and reporting
Relates to TDIF requirements PROT-04-02-07 to PROT-04-02-16 of section 4.2.4 in the
TDIF 04 Functional Requirements.
The Australian Cyber Security Centre has developed prioritised mitigation strategies to
help organisations mitigate cyber security incidents caused by various cyber threats. The
mitigation strategies are known as the Essential Eight.
While no single mitigation strategy is guaranteed to prevent cyber security incidents,
organisations are recommended to implement eight essential mitigation strategies as a
baseline. This baseline, the Essential Eight, makes it much harder for adversaries to
compromise systems. Furthermore, implementing the Essential Eight proactively can be
more cost-effective in terms of time, money and effort than having to respond to a largescale cyber security incident.
A summary of the Essential Eight mitigation strategies are:
•

Application control – to prevent execution of unapproved/malicious programs. By
doing this, all non-approved applications (including malicious code) are prevented
from executing.

•

Patch applications – including Flash, web browsers, Microsoft Office, Java and
PDF viewers. Security vulnerabilities in applications can be used to execute
malicious code on systems.

•

Configure Microsoft Office macro settings – to block macros from the internet and
only allowing vetted macros from ‘trusted locations’. Microsoft Office macros can
be used to deliver and execute malicious code on systems.

•

User application hardening – for example configuring web browsers to block Flash,
ads and Java on the internet and disabling unneeded features in Microsoft Office.
Flash, ads and Java are popular ways to deliver and execute malicious code on
systems.

•

Restrict administrative privileges – to operating systems and applications based on
user duties. Admin accounts are the ‘keys to the kingdom’, adversaries use these
accounts to gain full access to information and systems.
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•

Patch operating systems – security vulnerabilities in operating systems can be
used to further the compromise of systems.

•

Multi-factor authentication – stronger user authentication makes it harder for
adversaries to access sensitive information and systems

•

Daily backups – to ensure information can be accessed following a cyber security
incident (e.g. a ransomware incident).

The ACSC website has further information on the Essential Eight. See:
https://www.cyber.gov.au/acsc/view-all-content/publications/essential-eight-explained
Further information on strategies to mitigate cyber security incidents is available from the
ACSC. See: https://www.cyber.gov.au/acsc/view-all-content/publications/strategiesmitigate-cyber-security-incidents

Robust ICT Systems
Relates to TDIF requirements PROT-04-02-21 to PROT-04-02-25 of section 4.2.6 in the
TDIF 04 Functional Requirements.
The PSPF INFOSEC-11 (Robust ICT systems) details how Applicants can safeguard ICT
systems to support the secure and continuous delivery of their identity service. Secure
ICT systems protect the integrity (and facilitate the availability) of the information that the
Applicant processes, stores and communicates.

The core requirement of INFOSEC-11 stipulates that each entity must have in place
security measures during all stages of ICT systems development. This includes certifying
and accrediting ICT systems in accordance with the Information Security Manual when
implemented into the operational environment.
The PSPF (INFOSEC-11 – Robust ICT systems) is available from the Attorney-General’s
Department. See: https://www.protectivesecurity.gov.au/sites/default/files/pspf-infosec11-robust-ict-systems.pdf
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Disaster recovery and business continuity management
Relates to TDIF requirements PROT-04-02-26 and PROT-04-02-27 of section 4.2.7 in the
TDIF Functional requirements document.
The development of a Disaster Recovery and Business Continuity Management Plan
(DRBCP) helps minimise the disruption to the availability of information and systems after
a security incident or disaster by documenting the response procedures.
Developing a DRBCP will reduce the time between a disaster occurring and critical
functions of systems being restored. A DRBCP can help ensure that critical functions of
systems continue to operate when the system is in a degraded state.
The Australian Government’s business.gov.au website has additional information and
resources for creating a DMBCR. See: https://business.gov.au/Riskmanagement/Emergency-management/How-to-prepare-an-emergency-management-plan
The DMBCR template developed by the Queensland Government outlines things to
consider in the Business Continuity Planning Process and includes guidance throughout.
See: https://www.publications.qld.gov.au/dataset/business-continuity-planning-template .

Cryptography
Relates to TDIF requirements PROT-04-02-28 to PROT-04-02-29 of section 4.2.8 in the
TDIF 04 Functional Requirements.
There is no guarantee of a cryptographic algorithm’s resistance against currently
unknown attacks. However, the algorithms listed in the cryptographic section of the ISM
have been extensively scrutinised by industry and academic communities in a practical
and theoretical setting and have not been found to be susceptible to any feasible attacks.
There have been some cases where theoretically impressive security vulnerabilities have
been found; however, these results are not of practical application.
The Australian Signals Directorate (ASD) Approved Cryptographic Algorithms (AACAs)
fall into three categories: asymmetric/public key algorithms, hashing algorithms and
symmetric encryption algorithms.
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The current approved asymmetric/public key algorithms are:
•

Diffie-Hellman (DH) for agreeing on encryption session keys

•

Digital Signature Algorithm (DSA) for digital signatures

•

Elliptic Curve Diffie-Hellman (ECDH) for key exchange

•

Elliptic Curve Digital Signature Algorithm (ECDSA) for digital signatures

•

Rivest-Shamir-Adleman (RSA) for digital signatures and passing encryption
session keys or similar keys

The approved hashing algorithm is Secure Hashing Algorithm 2 (SHA-2) (i.e. SHA-224,
SHA-256, SHA-384 and SHA-512).
The approved symmetric encryption algorithms are Advanced Encryption Standard (AES)
using key lengths of 128, 192 and 256 bits, and Triple Data Encryption Standard (3DES)
using three distinct keys.

In general, ASD only approves the use of cryptographic equipment and software that has
passed a formal evaluation. However, ASD approves the use of some cryptographic
protocols even though their implementations in specific cryptographic equipment or
software has not been formally evaluated by ASD. This approval is limited to cases where
they are used in accordance with these guidelines.
As of the time of publication, the ASD approved cryptographic protocols (AACPs):
AACPs currently listed in the ISM are:
•

Transport Layer Security (TLS);

•

Secure Shell (SSH);

•

Secure/Multipurpose Internet Mail Extension (S/MIME);

•

OpenPGP Message Format;

•

Internet Protocol Security (IPsec); and

•

Wi-Fi Protected Access 2 (WPA2).

The ACSC website has further information regarding the latest AACAs. See:
https://www.cyber.gov.au/acsc/view-all-content/guidance/asd-approved-cryptographicalgorithms
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Cryptographic Key Management Plan
Key management is described as the use and management of cryptographic keys and
associated hardware and software. It includes their generation, registration, distribution,
installation, usage, protection, storage, access, recovery and destruction.
A Cryptographic Key Management Plan (CKMP) identifies the implementation, standards,
procedures and methods for key management in PKI service providers and provides a
good starting point for the protection of cryptographic systems, keys and digital
certificates.
An Applicant’s CKMP should include, at a minimum:
a. Objectives of the cryptographic system and CKMP, including Service Provider
aims
b. Accounting:
i.

How accounting will be undertaken for the cryptographic system

ii.

What records will be maintained

iii.

How records will be audited

c. Cyber Security Incidents:
i.

A description of the conditions under which compromise of keys should be
declared

ii.

References to procedures to be followed when reporting and dealing with
compromised keys

d. Key Management:
i.

How are keys generated

ii.

How are keys delivered to intended users

iii.

How keys are received, installed and activated

iv.

Key distribution, including local, remote and central

v.

How keys are transferred, stored, backed up and archived

vi.

How keys are recovered as part of disaster recovery of business continuity
management

vii.

How keys are revoked, suspended, deactivated and destroyed

viii.

How keys are changed or updated

ix.

Logging and auditing of key management related activities

e. Maintenance:
i.

Maintaining the cryptographic system software and hardware
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ii.

Destroying cryptographic equipment and media

f. References:
i.

Vendor documentation

ii.

Relevant policies

g. Sensitivity or classification of the cryptographic system hardware, software and
documentation
h. System description:
i.

Sensitivity or classification of information protected

ii.

The use of keys

iii.

The environment

iv.

Administrative responsibilities

v.

Key algorithms

vi.

Key lengths

vii.

Key lifetime

i. Topology Diagrams and descriptions of the cryptographic system topology
including

A template for a CKMP is available on the DTA website. See: https://www.dta.gov.au/ourprojects/digital-identity/trusted-digital-identity-framework/framework-documents

Personnel security
Personnel security enables each Applicant to ensure its Personnel are suitable to access
information (including ICT) and assets and meet an appropriate standard of integrity and
honesty

Eligibility and suitability of personnel
Relates to TDIF requirements PROT-04-03-01 and PROT-04-03-02 of section 4.3.1 in the
TDIF 04 Functional Requirements.
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The PSPF PERSEC-12 (Eligibility and suitability of personnel) describes managing
Personnel eligibility and suitability risk and details the pre-employment screening and
standardised practices to be undertaken when employing Personnel. These processes
provide a high-quality and consistent approach to managing Personnel eligibility and
suitability.
The core requirements of PERSEC-12 stipulate that:
•

each entity must ensure the eligibility and suitability of its personnel who have
access to the Applicant’s resources (people, information and assets).

The PSPF (PERSEC-12 – Eligibility and suitability of personnel) is available from the
Attorney-General’s Department. See:
https://www.protectivesecurity.gov.au/sites/default/files/pspf-persec-12-eligibilitysuitability-personnel.pdf

Ongoing assessment of personnel
Relates to TDIF requirements PROT-04-03-03 of section 4.3.2 in the TDIF 04 Functional
Requirements.
The PSPF PERSEC-13 (Ongoing assessment of personnel) details how Applicants can
maintain confidence in their Personnel’s ongoing suitability to access information
(including ICT) and assets and manage the risk of malicious or unwitting insiders. It is
critical that Applicants are aware of changes in their employees’ and contractors’
circumstances and workforce behaviours. This awareness is facilitated by effective
information sharing and a positive security culture, recognising that security is everyone’s
responsibility.
The core requirement of PERSEC - 13 stipulates:
•

Each entity must assess and manage the ongoing suitability of its Personnel and
share relevant information of security concern, where appropriate.

The PSPF (PERSEC-13 – Ongoing assessment of personnel) is available from the
Attorney-General’s Department. See:
https://www.protectivesecurity.gov.au/sites/default/files/pspf-persec-13-ongoingassessment-personnel.pdf
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Separating personnel
Relates to TDIF requirements 04-03-04 to 04-03-05a of section 4.3.3 in the TDIF 04
Functional Requirements.
The PSPF PERSEC-14 (Separating personnel) details the processes to protect the
Applicant’s Personnel, information and assets when Personnel permanently or
temporarily leave their employment.

Separating Personnel includes:
•

Personnel voluntarily leaving an Applicant’s employment

•

Those whose employment has been terminated for misconduct or other adverse
reasons

•

Personnel transferring temporarily or permanently to another agency or
organisation

•

Those taking extended leave.

The core requirements of PERSEC-14 stipulate that each entity must ensure that
separating Personnel:
a) have their access to the Applicant’s resources withdrawn, and
b) are informed of any ongoing security obligations.
The PSPF (PERSEC-14 – Separating personnel) is available from the Attorney-General’s
Department. See: https://www.protectivesecurity.gov.au/sites/default/files/pspf-persec-14separating-personnel.pdf

Physical Security
Physical security for Applicant resources.
Relates to TDIF requirements PROT-04-04-01 to PROT-04-04-04 of section 4.4.1 in the
TDIF 04 Functional Requirements.
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The PSPF PHYSEC-15 (Physical security for entity resources) details the physical
protections required to safeguard Personnel, information and assets (including ICT
equipment) to minimise or remove security risk.
The PSPF (PHYSEC-15 – Physical security for entity resources) is available from the
Attorney-General’s Department. See:
https://www.protectivesecurity.gov.au/sites/default/files/pspf-physec-15-physical-securityentity-resources.pdf
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User Experience Guidance
The objective of user experience in the TDIF is to enable simple and easy to use
experiences that are accessible and voluntary for Users.
The User experience needs be shaped and positioned into content and functionality that
clearly communicates and facilitates purpose, intent and relevance.
This is especially true in a transactional context where Users need to know and
understand at all times:
•

where they are in a specific process (and what they should expect from that
process)

•

where they have come from

•

what options, actions or steps they have in front of them (if any)

•

the (implicit) consequences of taking those actions or next steps

•

an unambiguous signal, feedback and/or response once that action is taken.

User experience can be considered as a sub-set of service design, which is a humancentred design approach that places equal value on the customer experience and the
business process, aiming to create quality customer experiences and seamless service
delivery.
The DTA Digital Service Standard incorporates 13 criteria that will help guide Applicants
to design and deliver services that meet the User experience requirements of the TDIF.
The criteria include the following:
1. Understand user needs. Research to develop a deep knowledge of the Users and
their context for using the service.
2. Have a multidisciplinary team. Establish a sustainable multidisciplinary team to
design, build, operate and iterate the service, led by an experienced product
manager with decision-making responsibility.
3. Agile and user-centred process. Design and build the product using the service
design and delivery process, taking an agile and user-centred approach.
4. Understand tools and systems. Understand the tools and systems required to
build, host, operate and measure the service and how to adopt, adapt or procure
them.
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5. Make it secure. Identify the data and information the service will use or create. Put
appropriate legal, privacy and security measures in place.
6. Consistent and responsive design. Build the service with responsive design
methods using common design patterns and the Style Guide.
7. Use open standards and common platforms. Build using open standards and
common platforms where appropriate.
8. Make source code open. Make all source code open by default.
9. Make it accessible. Ensure the service is accessible to all users regardless of their
ability and environment.
10. Test the service. Test the service from end to end, in an environment that
replicates the live version.
11. Measure performance. Measure performance against KPIs set out in the guides.
Report on public dashboard.
12. Do not forget the non-digital experience. Ensure that people who use the digital
service can also use the other available channels if needed, without repetition or
confusion.
13. Encourage everyone to use the digital service. Encourage users to choose the
digital service and consolidate or phase out existing alternative channels where
appropriate.
Sources:
Further information about each criterion of the DTA Digital Service Standard is available
on the DTA website. See: https://www.dta.gov.au/help-and-advice/digital-servicestandard/digital-service-standard-criteria
The W3C website has further information and guidance. See:
https://www.w3.org/WAI/fundamentals/accessibility-usability-inclusion/

Usability guidance
Relates to TDIF requirements UX-05-01-01 to UX-05-01-07 of section 5.1 in the TDIF 04
Functional Requirements.
Usability is part of the broader term “user experience” and focuses on how easy user
interfaces are used to achieve the intended outcome.
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ISO 9241-210 defines usability as “the extent to which a product can be used by specified
users to achieve specified goals with effectiveness, efficiency and satisfaction in a
specified context of use.”
A product’s usability is defined by its Users and their needs. The Style Manual
recommends designing content based on the ways Users find and consume content.
Only design and write content that meets a real person’s need and write content to an
Australian year 7 level
Accessibility and inclusion are also closely related to the User experience and many
accessibility requirements improve usability, which in turn encourages inclusion and
engagement. The W3C website has further information and guidance. See:
https://www.w3.org/WAI/fundamentals/accessibility-usability-inclusion/
The DTA Digital Service Standard provides further usability guidance. See:
https://www.dta.gov.au/help-and-advice/build-and-improve-services/service-design-anddelivery-process/own-whole-user-experience

Identity verification journey and authentication journey
Relates to TDIF requirements UX-05-02-01 to UX-05-03-02 of section 5.2 & 5.3 in the
TDIF 04 Functional Requirements.
Ensuring users are as prepared as possible to use the identity service is critical to
the overall success and usability of an identity service. To meet the TDIF
requirements for the identity verification journey, Applicants should provide upfront
information that assists Users to follow the process simply and safely including:
•

Technical requirements such as internet access and a webcam

•

Identity document requirements

•

Useful feedback throughout the process.

Usability test plans
Relates to TDIF requirements UX-05-04-01 to UX-05-04-01c of section 5.4 in the TDIF 04
Functional Requirements.
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The DTA Digital Service Standard has guidance and tools on processes to undertake
usability testing. See: https://www.dta.gov.au/help-and-advice/build-and-improve-services

Usability testing
Relates to TDIF requirements UX-05-05-01 to UX-05-05-04a of section 5.5 in the TDIF 04
Functional Requirements.
Usability testing is a way to see how easy to use something is by testing it with real
Users. Users are asked to complete tasks, typically while being observed by a
researcher, to see where they encounter problems and experience confusion. If people
encounter similar problems, the usability journey will be iterated to overcome the issues.
The DTA Digital Service Standard has tools and processes to undertake usability testing
at. See: https://www.dta.gov.au/help-and-advice/build-and-improve-services
User needs, research and content guides, as well as accessibility and inclusivity guides,
are available in the Style Manual. See: https://www.stylemanual.gov.au/user-needs

Accessibility guidance
Relates to TDIF requirement UX-05-06-01 of section 5.6 in the TDIF 04 Functional
Requirements.
It is important to ensure information and services are provided in a non-discriminatory,
accessible manner in order for Applicants to comply with their requirements and
obligations under the Disability Discrimination Act 1992 (Cth). Accessibility is a subset of
usability and while usability implies accessibility; the contrary is not necessarily true.
The World Wide Web Consortium (W3C) defines accessibility as a way to address
“discriminatory aspects related to equivalent user experience for people with disabilities.
Web accessibility means that people with disabilities can equally perceive, understand,
navigate, and interact with websites and tools. It also means that they can contribute
equally without barriers." Web accessibility includes addressing usability for all types of
disabilities that impact access to the web such as visual, auditory, physical, speech,
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cognitive and neurological disabilities. Adherence to web accessibility principles also
benefits elderly Users.
The Web Content Accessibility Guidelines (WCAG) 2.1 covers a wide range of
recommendations for making web content more accessible. It also contains guidance for
mobile based content and identity services. See: https://www.w3.org/TR/WCAG21/
The Australian Government Style Manual contains up-to-date content guides to help
design simple, clear and consistent content. It also includes design guidance for
Accessibility and inclusivity. See: https://guides.service.gov.au/content-guide/
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Technical Testing Guidance
This section provides guidance for the testing processes that are implemented to run an
effective technical testing program. Requirements FED-02-01-05 and FED-02-02-01 in
TDIF: 06 – Federation Onboarding Requirements also require that an Applicant conduct
Technical testing in accordance with section 6 of the TDIF: 04 - Functional Requirements.
This guidance is applicable to:
•

Major Changes – the development of new or changed functionality to implement
substantial changes to the system

•

Enhancement – the development of new or changed functionality to an existing
system without substantially changing the system, including minor upgrades.

•

Defect – corrections to the existing system where the system does not meet its
defined and approved functionality and requires modification.

The test process is considered to comprise of the following:
•

Planning.

•

Execution of Testing.

•

Test Completion.

A template for the Technical Test Plan and the Technical Test Report is available on the
DTA website. See: https://www.dta.gov.au/our-projects/digital-identity/trusted-digitalidentity-framework/framework-documents

Technical Test Planning
Relates to TDIF requirements TEST-06-01-01 to TEST-06-01-08 of section 6.1 in the
TDIF 04 Functional Requirements.
Prior to undertaking testing, the Applicant is required to develop a Technical Test Plan
and provide it to the DTA. This is intended to give the DTA visibility of the processes used
by the Applicant to test the technical requirements against their system. Apart from the
test completion criteria, the individual components of the Technical Test Plan do not need
to be agreed upon with the DTA; however, the DTA may raise any concerns they have
with its contents with the Applicant.
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Test completion criteria refers to the criteria which the results of the test execution will be
measured against. This may include criteria regarding the pass rates and the execution
coverage. An example of test completion criteria for an Applicant undergoing risk-based
testing would be:
a) The pass rate for all test cases exceeds 95%
b) All Test Incidents and defects uncovered during testing have been documented
c) There are no open defects.
Applicants are also required to develop a Requirements Traceability Matrix which
documents the links between the requirements they are required to test and the test
cases which have been developed to verify and validate those requirements. Test cases
detailing the specific steps and expected results are written to validate that all
requirements have been met and that the system functions as specified in the design
documentation. Test cases may provide evidence of conformance to more than one
requirement.

Technical Testing
Relates to TDIF requirement TEST-06-02-01 and TEST-06-02-02 of section 6.2 in the
TDIF 04 Functional Requirements.
Technical Testing involves the execution of the test cases developed as part of the
Applicant’s Technical Test Plan and the comparison of the expected results against the
actual results. During this phase defects should be identified, resolved and retested.
These defects, if not dealt with during testing, will be considered by the DTA during
evaluation of the Technical Test Report.
During test execution, the Applicant should record and retain the actual results, in real
time, as evidence of execution. Part of this record needs to include the execution
coverage as well as the status for each test case and must be included in the Technical
Test Report.
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Technical test completion
Relates to TDIF requirements TEST-06-03-01 to TEST-06-03-02 of section 6.3 in the
TDIF 04 Functional Requirements.
The Applicant must submit a Technical Test Report that demonstrates the Technical
Testing of their system has been executed in accordance with the approved Technical
Test Plan.
The Technical Test Report should include:
•

An outline of the status of all test cases, including the execution coverage and
defects

•

The test completion criteria, for criteria that have been met

•

A risk assessment against criteria that have not been met during Technical
Testing.
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Functional Assessments Guidance
Relates to TDIF requirements ASSESS-07-01-01 to ASSESS-07-07-03 of section 7 in the
TDIF 04 Functional Requirements.

Sources:
•

Privacy assessments – the OAIC has a Guide for undertaking privacy impact
assessments. See: https://www.oaic.gov.au/privacy/guidance-and-advice/guide-toundertaking-privacy-impact-assessments/

•

Security assessments – the ACSC has further information regarding IRAP
assessment reporting. See: https://www.cyber.gov.au/acsc/view-allcontent/programs/irap/irap-resources

•

Accessibility – the Web Content Accessibility Guidelines contains further
information on conformance requirements.
o For WCAG 2.0 see: https://www.w3.org/TR/WCAG20/#conformance
o For WCAG 2.1 see: https://www.w3.org/TR/WCAG21/#conformance

Templates for Functional Assessments are available on the DTA website. See:
https://www.dta.gov.au/our-projects/digital-identity/trusted-digital-identityframework/framework-documents

PIA and Privacy Assessment
Relates to TDIF requirements ASSESS-07-01-01 to ASSESS-07-01-04 of section 7.1 in
the TDIF 04 Functional Requirements.
For guidance regarding the Refer to section 3.3 Privacy Impact Assessment of the TDIF:
04 - Functional Requirements and the Privacy Guidance section of TDIF 04A – Functional
Guidance.
The privacy assessment is required after the Applicant has performed a PIA. It is an audit
of the Applicant’s system against the TDIF Privacy Requirements and must be
undertaken by a qualified Assessor.
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The aim of the privacy assessment is to:
•

Determine whether the Applicant can demonstrate it has complied with the Privacy
Requirements.

•

Determine whether the Applicant has addressed all recommendations arising from
the PIA.

•

Document the results of the privacy assessment in a report to the DTA.

The following activities have occurred by the time the privacy assessment is undertaken:
•

The Applicant has provided the DTA with a plan demonstrating how they will meet
the Privacy Requirements.

•

The Applicant has provided the DTA with required privacy documentation,
including a Privacy Management Plan and Data Breach Response Plan.

•

An independent assessor has conducted a PIA on the Applicant.

•

The Applicant has provided the DTA with a report which outlines how and by when
they will address the recommendations outlined in the PIA (this should be
submitted with the PIA).

•

The Applicant has submitted protective security, risk management and fraud
control documentation to the DTA. This provides additional context to the privacy
assessment.

Templates for the PIA and the privacy assessment are available on the DTA website.
See: https://www.dta.gov.au/our-projects/digital-identity/trusted-digital-identityframework/framework-documents

Security Assessment and penetration test
Relates to TDIF requirements ASSESS-07-02-01 to ASSESS-07-02-02a of section 7.2 in
the TDIF 04 Functional Requirements.
Penetration testing, also called pen testing or ethical hacking, is the practice of testing a
computer system, network or web application to find security vulnerabilities that an
attacker could exploit. Penetration testing can be automated with software applications or
performed manually. The Council of Registered Ethical Security Testers (CREST) is an
international accreditation and certification body, representing and supporting the
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technical information security industry. CREST recognises and can award certification to
organisations and individuals who provide technical cyber security services such as
penetration testing, cyber incident response capability and cyber threat intelligence.
It is recommended to complete Penetration Testing prior to engaging a Security
Assessor. This is because the Security Assessor is able to assess the Penetration Test
results and provide advice and interpretation to better calculate security risks to the
Applicant’s system.
Security assessments are undertaken on an Applicant’s identity service against the TDIF
protective security requirements. Assessments can be undertaken by a security advisor,
IRAP assessor or other security professional that has relevant, reasonable and adequate
experience, training and qualifications to undertake the assessment. Further, Applicants
need to demonstrate to the DTA how the information security Assessor is independent
from the development and operational teams of the Applicant’s identity system and how
there are no conflicts of interest in performing the assessment.
CREST can provide further information regarding Penetration Testing procurement. See:
https://www.crest-approved.org/knowledge-sharing/implementation-procurementguides/index.html
The Australian Signals Directorate publishes a list of qualified ICT security professionals
that are registered under the Information Security Registered Assessors Program (IRAP)
to provide information security services. See: https://www.cyber.gov.au/acsc/view-allcontent/programs/irap/irap-assessors

Accessibility assessment
Relates to TDIF requirement ASSESS-07-03-01 of section 7.3 in the TDIF 04 Functional
Requirements.
Refer Section 5.6 Accessibility requirements of the TDIF: 04 - Functional Requirements.
The Web Content Accessibility Guidelines contain further information on conformance
requirements in order to meet the TDIF Accessibility Assessment.
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•

For WCAG 2.0 see: https://www.w3.org/TR/WCAG20/#conformance

•

For WCAG 2.1 see: https://www.w3.org/TR/WCAG21/#conformance

Applicant obligations
Relates to TDIF requirements ASSESS-07-04-01 and ASSESS-07-04-02 of section 7.4 in
the TDIF 04 Functional Requirements.
Applicants define the scope, objectives and criteria for the following Functional
Assessments:
•

Privacy Impact Assessment.

•

Privacy assessment.

•

Security assessment.

•

Penetration test.

•

Accessibility assessment.

Assessor skills, experience and independence
Relates to TDIF requirements ASSESS-07-05-01 and ASSESS-07-05-02 of section 7.5 in
the TDIF 04 Functional Requirements.
CREST can provide further information regarding information and cyber security
Assessor skills, training and qualifications. See: https://www.crestapproved.org/knowledge-sharing/implementation-procurement-guides/index.html
The Australian Signals Directorate publishes a list of endorsed qualified ICT security
professionals that are registered under the Information Security Registered Assessors
Program (IRAP) to provide information security services. See:
https://www.cyber.gov.au/acsc/view-all-content/programs/irap/irap-assessors
There is currently (at time of publication) no advice for approved lists of Privacy
Assessors or Accessibility Assessors. Applicants should present evidence of the
Assessor’s skills, experience, qualifications and independence when engaging an
assessor for a Privacy or Accessibility assessment.
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Functional Assessment Report
Relates to TDIF requirements ASSESS-07-07-01 to ASSESS-07-07-03 of section 7.7 in
the TDIF 04 Functional Requirements.
Templates for each Functional Assessment type are available on the DTA website. See:
https://www.dta.gov.au/our-projects/digital-identity/trusted-digital-identityframework/framework-documents
The Functional Assessment reports must use the following compliance ratings from
Appendix A in TDIF 04 Functional Requirements:
Refer to the ISO 31000 or the Applicant’s own risk management framework for a
description of likelihood and consequence ratings.
•

Not Applicable (N/A). A TDIF requirement that does not apply to an Applicant as
their identity system does not use, rely on or support the TDIF requirement (for
example, TDIF requirements for elliptic curve cryptography will be N/A if the
identity system supports other AACAs instead).

•

Compliant. The Applicant has demonstrated with evidence they comply with a
TDIF requirement or the intent of a requirement.

•

Critical Non-Compliance. The Applicant fails to meet a TDIF requirement which
may result in extreme unmitigated risk.
o A critical non-compliance must be classified as a critical failure and must
result in a failed Functional Assessment.
o The immediate withdrawal of an existing accreditation may occur until such
time as the critical non-conformance is addressed.

•

Major Non-Compliance. The Applicant fails to meet a TDIF requirement which
may result in high unmitigated risk.
o A major non-compliance must be classified as a major failure and must
result in a failed Functional Assessment.
o Escalation of the problem to a critical failure must be imposed if additional
events impact on the Applicant simultaneously.
o If the Applicant fails to rectify the compliance problem within a timeframe
agreed with the DTA, then the status of the problem must be escalated to a
critical failure and the conditions of that category are then applied.
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•

Partial Non-Compliance. The Applicant fails to meet a TDIF requirement which
may result in moderate unmitigated risk must be classified as a partial failure.
o Escalation of the problem to a major failure must be imposed if additional
failures within this category are detected.
o If the Applicant fails to rectify the compliance problem within a timeframe
agreed with the DTA, then the status of the problem must be escalated to a
major failure and the conditions of that category are then applied.

•

Minor Non-Compliance. The Applicant fails to meet a TDIF requirement which
may result in low unmitigated risk should be classified as minor failures.
o Escalation of the problem to a partial failure must be imposed if additional
failures within this category are detected.
o If the Applicant fails to rectify the compliance problem within a timeframe
agreed with the DTA, then the status of the problem must be escalated to a
partial failure where the conditions of that category are then applied.
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